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Localization

• Mobile computing is becoming increasingly 
location-based

– Location-aware devices

– Location-based services

• Two main problems

– Determine the location of a (another) device

• Could be as simple as asking a location-aware device 
to report its location

• Often, some infrastructure performs the task

– Determine own location

• With the help of own equipment and some 
infrastructure
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Localization (cont’d)
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Attacking Localization

• Mislead devices (and their users) about their 
location

– Compromise the device: hard

– Compromise the infrastructure: much harder

– Interfere with the infrastructure-to-device 
wireless communication: Easy

• Jam � Outage

• Overwrite legitimate transmissions with 
synthesized ones � Control locV and tV
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• Attacker: Easy to overwrite legitimate GPS 
signals

• System: GPS receiver locks on spoofed signals

Attacking Localization (cont’d)
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• Consequence: User/system with false, 
attacker-controlled location & time

Attacking Localization (cont’d)
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Armored Vehicle Demonstration flop [2001]

Russian Truck Hijacking  [2007]

California Cell Infrastructure Outage [2008]

…More to come

Attacking Localization (cont’d)
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Attacking Localization (cont’d)

• GPS Jammers and Simulators

• Meaconing (record and re-broadcast, a.k.a. 
replay)

Low-power 
jammer (1 W); 
it can affect a 
35km radius 

B. O’Hanlon, B. Ledvina, M.L. Psiaki, P.M. 
Kintner Jr., T. E. Humphreys, “Assessing 
the GPS Spoofing Threat,” GPS World, 
January 2009 
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Securing Localization

• Authenticate navigation messages (NAV)
– Public key crypto: one private-public key pair per 
satellite

– Symmetric key authentication; single system key

• Need tamper-resistant storage at receivers

• Public key authentication delays can be significant

- Low NAV transmission rate: ~ 40 sec for a 
signature

- Caution: Need to maintain the relative NAV arrival 
timings

• Civilian GNSS do not currently offer 
authentication
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Attacking Localization (cont’d)

• Replay attacks can be effective even against 
future systems with authentication (e.g., Galileo) 

P. P. and A. Jovanovic, “Protection and Fundamental Vulnerability of 
Global Navigation Satellite Systems (GNSS),” IEEE IWSSC 2008
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Attacking Localization (cont’d)

1. Jam � Receiver looses its 

“lock” on the satellites

2. Replay� Receiver locks 

on the spoofed signal
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Securing Localization (cont’d)

• Assumption: the adversary covers part of the system

• Objective: Receivers detect the attack onset

– No additional complex equipment

– No system reconfiguration

– Resilience to sophisticated adversaries

• Approach: Rely on own (receiver) measurements

– Predict future values from available ones that are 
deemed correct

– Discrepancy between measurements and predicted 
values � Attack

P. P. and A. Jovanovic, “GNSS positioning: Attacks and Countermeasures,” 
IEEE MILCOM 2008
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Local Processing

Memory
External Data

Securing Localization (cont’d)
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Local Processing

Memory
External Data

Securing Localization (cont’d)
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Securing own position

• Vulnerability of GNSS: Long known issue, 
could become a major problem

• Upcoming systems are to enhance 
availability (against unintentional 
interference) and offer security features

• Attacks at the physical layer (e.g., replay 
attacks) are possible even when 
cryptographic protection is available

• Simple non-cryptographic solutions can raise 
the bar even for sophisticated adversaries
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Vehicular Communications

• Vehicles equipped with

– Computers

– Sensors

• Including positioning systems (GPS, Galileo) 

– Wireless transceivers

Vehicle illustration courtesy of Daimler
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Vehicular Communications (cont’d)

Illustration by the Car-to-Car Communication Consortium
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Geo-Cast

Source (S) Destination (D)Forwarder 1 (F1)

Forwarder 2 (F2)

• Position-based routing

– Relaying nodes (forwarders) also send packets 
to the geographically closest node to the 
destination (location)
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Geo-Cast (cont’d)

S DF1 F2

• Nodes autonomously inform the system 
about their location

Own Location= (x1,y1,z1) Own Location= (x2,y2,z2)
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Attacking Geo-Cast

S DF1 F2

• Adversarial nodes could announce false 
positions (not the actual ones), beyond 
benign system errors

Own Location= (x3,y3,z3)

Own Location= (x4,y4,z4)

Own Location= (x5,y5,z5)
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Attacking Geo-Cast (cont’d)
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Securing Geo-Cast

• Set of cryptographic and non-cryptographic 
mechanisms, including

– Secure Neighbor Discovery

– Plausibility checking of neighbor locations

• More general problem: adversarial 
devices (e.g., compromised) could ‘lie’ about 
their location within any other distributed 
protocol

A. Festag, P. P., and T. Tielert, “Design and Performance of Secure 
Geocast for Vehicular Communication,” IEEE Transactions on Vehicular 
Technology, vol. 59, no. 5, June 2010
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Secure Localization (cont’d)

I1

I2I3
A

• Secure localization of other devices

• Infrastructure could be augmented with 
security features for localization

• Challenge:

– Autonomous secure localization of other nodes

M. Fiore, C. Casetti, C.-F. Chiasserini, and P. P., “Verification of Neighbor 
Positions in Mobile Networks,” Work in progress, arXiv:1006.0806 e-print, 
June 2010 26
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